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RUNNING EXAMPLE

Imagine that we want to solve the following task (SNLI dataset).

Premise Hypothesis Label
Children smiling and They are smiling at neutral
waving at camera their parents

Children smiling and There are children entailment
waving at camera present

Children smiling and The kids are frowning contradiction
waving at camera
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NOw, WE NEED TO TRAIN THE MODEL
(OPTIMIZATION BACKGROUND)
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STOCHASTIC GRADIENT DESCENT (SGD)

Initialize 6,

fort=1...Tdo
9t = 157 Lxe Vol(Bia, X)
Ar =gt
O < 0i—1 — nl¢

Return 67

If you have trained language models before, you may want to
use a variation of SGD.
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Probably still not the optimizer you want for language models.
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ADAM (SIMPLIFIED FOR THIS DISCUSSION)

We now have a good optimizer, and can train our model!



IS OUR DATA SAFE THIS WAY?
(OPTIM + DIFFERENTIAL PRIVACY)
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LEARNING OUR MODEL WILL EXPOSE THE TRAINING DATA

Using the trained model, an attacker can:

- learn membership in the training set,

- reconstruct training examples.

Differential Privacy (DP) prevents this leakage.
(conceptually)
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fort=1...Tdo

: - Clip gradients to
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control sensitivity.
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(DP-SGD, DP-SGDM, DP-Adam)
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DP-ADAM IS ACTUALLY DP-SGDM
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DP NOISE MAKES DP-ADAM BEHAVE LIKE DP-SGDM

We expect DP-Adam’s update to be: A ~ B9 hut have

_ E[g7]’
A¢ ~ \/% instead.
t
- Under typical DP parameters, o2 >> E[g?];.
- S0 Ay v B0 IE3[Qt ~ "E
v i 91}

(with a rescaled
learning rate ' = 1)

i



CAN WE GET ADAM BACK UNDER DP?




DP-ADAMBC (SIMPLIFIED FOR THIS DISCUSSION)
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DP-ADAMBC (SIMPLIFIED FOR THIS DISCUSSION)

We can correct for DP noise bias when estimating the
gradient’s second moment:

Initialize 8y, mg =0, vy = 0

fort=1..Tdo
gt = IIFI > ves clip(Vol(0i—1,%)) + 2
M <= Mg + (1— B)gt Correct DP bias
Vi <= Bovier + (1= B2)g¢ Vi — o2 can be small or
IAVES negative
O < O — ¢ Adapt “stability” con-

Return 07 stant
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DP-ADAMBC RESULTS

We show DP-AdamBC has some good properties:

- preserves privacy,
- Is consistent,

- restores sign descent behaviour.
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DP-ADAMBC RESULTS

Test accuracy for SNLI data, BERT base model (left),
CIFAR10 data, CNN model (right).
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DP-ADAMBC RESULTS

Test accuracy for SNLI data, BERT base model (left),
CIFAR10 data, CNN model (right).
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SUMMARY

- DP noise introduces bias in Adam’s second moment
estimates.
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SUMMARY

- DP noise introduces bias in Adam’s second moment
estimates.

- DP-Adam breaks sign descent behaviour of Adam and
behaves like DP-SGDM.

- DP-AdamBC: a practical correction to remove DP bias in
estimating second moment of gradient.

- Empirically DP-AdamBC has good performance especially
when SGD underperforms.
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